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1 BBEJEHHUE

B mocnemnee Bpemsi Bce Oonblie BHUMaHHMSA YAEISIETCS BOMPOCaM CO3IaHUS LU(PPOBBIX
roactaHmid. KiroueBbIM CBOHCTBOM ITU(POBOI MOACTAHIIMA SBISAETCS MUHUMU3AIMS aHAIOTOBBIX U
IUCKPETHBIX TPAaKTOB B CHCTEMax MOHUTOPHHTAa W YNPABICHHSA, YTO OOEcrednBaeTcss 3a cUeT
MaKCHMaJbHO TIONHOW HU(POBU3AIMU CUCTEM OIEPATUBHOTO W aBTOMATHYECKOTO YIIPABIICHUSI.
CeromHsi cymiecTByeT OOJIbIIOE KOJMYECTBO IyOJIHMKAalUWi, MOCBAMICHHBIX OOILENPUHATOMY (Ha
TEKYITUH MOMEHT) MTOJAXO0AY K CO3JaHUI0 MU(PPOBEIX MOICTAHITNH, KOT/1a Ha OCHOBe cTaHmapTta MOK-
61850 co3garoTcs MMUHBI IPOIECCOB U MUHBI 00HEKTOB [1].

ABTOpBI, TOJHOCTBHIO MOANECPKMBAs TCHACHUUM K HHU(POBU3ALMKA CHUCTEM ONEPAaTHBHOTO U
ABTOMAaTUYECKOTO YIPaBJICHUS, C OCTOPOIKHOCTHIO OTHOCSTCS K TpeJlaraéMoil MHOTHMHU CTPYKTYpe,
BHIS B 3TOM yTPO3y HAJEKHOCTH DJICKTPOIHEPTETHUECKUX CHUCTEM M AaXK€ yTPO3Yy SHEPreTHUECKOM
6e3onacHocti Poccun. B pabote npemiaraercss paccMOTpEeTh BO3MOXKHBIE YTPO3bl HAPYILICHUS pabOTHI
ANIEKTPOIHEPTETHUECKUX OOBEKTOB M COMOCTABUTH TMOJXOIbl, MHUHHUMH3UPYIONIHE STH YTPO3HI,
CpaBHHBasg INpH 3TOM TpaaunnoHHble (¢ TpamumumonHoi P3A, TIA u ACY TII) u uudpossie
MOJICTaHIINH.

2 OCHOBHAS YACTH

PaccmaTpuBas ¢ mMo3uIuM HAJEKHOCTH U 0E30MAaCHOCTH AJIEMEHTHI NU(POBBIX TOACTAHITUH,
ClIenyeT OTMETUTh, UYTO 37IeCh JI00as TOJCUCTEMA COJEPKUT THUIIOBBIE HHTEIJICKTYaIbHBIC
MUKPOIIPOLIECCOPHBIE TPOTPpaMMUPYEMble KOMIOHEHThI. C OJHOW CTOPOHBI, 3TO OOCCIEUYUBACT
THOKOCTh ¥ (PYHKIIHOHAIFHOCTh TIPU OTHOCUTENHHO HH3KOW IieHe. C ApYyroil CTOPOHBI, CIIEUANNCT-
DJIIEKTPOIHEPTETUK HE B COCTOSHUU TIIYOOKO BHUKHYTH B aCIEKTHl PEAIbHOTO (DYHKIIMOHUPOBAHUS
TaKuX KOMIIOHEHTOB, 0OJiee TOro, JaXKe CIEIUAIUCT-KUOCPHETUK HE B COCTOSIHUU JIOCKOHAIBHO
M3Y4YATh (DYHKIIMOHAIBHBIE CXEMBI BCEX MHKPOMPOIIECCOPOB W MPOTPAMMHOTO oOecredeHusl.
KoneuHo, 1 B TpaguIMOHHBIX MOJICTAHIINAAX CIICIIHATUCT-3JIEKTPOIHEPTETUK HE BIIAJICET, HAIIPHMED,
BCEMHU AaCIEeKTaMH MPOU3BOACTBA MEIW ISl MPOBOJHUKOB HJIM BOIPOCAMHU (DYHKIIMOHHUPOBAHHS
MOJIYITPOBOJHUKOBBIX KOMIIOHEHTOB TpaaulluoHHBIX P3A. be3ycinoBHO, HekaueCTBEHHAsI MEb MOXKET
MPUBECTH K OTKa3y OJJEMEHTOB TPAJAWIMOHHON TIOACTAHIIMN, HO TOTEHIHAJIbHAS yIpo3a OT
3JIOHAMEPEHHOTO HWCKAKECHHUS MHKPOIPOTPaMM HMHTEIUICKTYabHBIX KOMIIOHEHTOB Ha HECKOJIBKO
MOPSJIKOB BBIIIE, YeM yrpo3a HEBBISBIEHHOIO Opaka MmpH MPOU3BOACTBE MeAHOTO Kabemns. [Ipu stom
3aMETHM, YTO BOTIPOCHI OTCTPOUKH P3 0T 00phIBa H3MEPHUTENHHBIX IIENECH pa3padaThIBAIOTCSI HE OTHO
JIECATUIICTHE.

ABTODBI MpeJIararT MePeCMOTPETh CTABIINE YK€ THIIOBBIMU CTPYKTYPHBIE CXEMbI IU(POBBIX
nosicTaHui (Ha ocHOBe cranmapta MOK-61850). OgauM U3 TpeIoKeHNH SBISETCS TOTHBINA OTKa3
OT KaKuXx-IM0o (HU3NUecKux WM WHPOPMALMOHHBIX MKH (IIWH MPOIECCOB, MUH 00BEKTOB), TaK KaKk
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aTaka Ha IIMHY fABJSIETCS HanOoJiee MPOCTBIM CHOCOOOM HApYIINTh (YHKIMOHUPOBAHUE LU(PPOBOI
NoJICTaHIMK. BMecTo co3aHus IIMH NpeayaraeTcsl Co3/1aBaTh MHO)KECTBEHHBIE COCIMHEHHS THIA
TOYKa-TouKa. [Ipr 3TOM HEOOXOIUMO YUUTHIBATH Malyl0 CTOUMOCTh HHTETPaJibHBIX cxeM. Hampumep,
ce0ecToMMOoCTh HH(POBOrO U3MEPUTENILHOIO TpaHCchopMaTopa Toka ¢ 2 HUGPOBBIME HOpPTaMH OyaeT
HE3HAUUTEIbHO MEHbBIIE CTOMMOCTH LH(POBOrO H3MEPHUTENbHOro TpaHchopmaropa Toka ¢ 30
IUQPOBBEIMH MTOPTAMH, & CTOUMOCTH ONITUYECKOTO Ka0elsl ¢ 2 KUIIaMH MPAKTUYECKHA PaBHA CTOMMOCTH
onrtuueckoro kabens ¢ 30 xunamu U T.4. [IpUMEHsS TOMONOTMIO TOYKA-TOYKA, MOKHO HMPUMEHSTH
Oosiee IpOCTble KOMMYHHUKAI[MOHHbIE IPOTOKOJBI, B TOM 4YHCJIE C OAHOCTOPOHHEH Iepenadeit
UHQOPMAIMK, YTO WCKIIOYHT BO3MOXKHOCTh KHOCPHETHYECKOW aTrakdu ¥ HapylmeHHs padboThI
IU(QPOBBIX U3MEPUTENBHBIX MPHOOPOB (TpaHCHOPMATOPOB TOKA, HAMPSIKECHUS H T.II.).

Taxoke B pabote mpeiaraeTcs pacCMOTPETh BO3MOKHOCTh OTKa3a OT MOHOTEXHOJIOTHYHOCTH B
KOMITOHEHTaX MHU(pOBEIX moxacTaHiuil. B TpamunmonHoit P3A Hame:XHOCTH ee (PYHKITMOHUPOBAHUS
o0ecreunBanach 3a CYeT PEe3epPBHUPOBAHUS, B TOM UYHUCIIE C MCIIOIb30BAHMEM PA3IMYHBIX MPUHLHIIOB
BBISIBJICHUSI OBpekAeHUH. [Ipn 3TOM 0TKa3 yCTpONCTB, HCHONB3YIOMNX OAWH IPUHLNI, HE TIPUBOIHII
K o0meMy OTKa3zy cucTeMbl. B 1u(pPOBBIX NOACTaHIMAX Ha OCHOBe cTaHmapra MOK-61850
MOHOTEXHOJIOTUSIMU  SIBJISIFOTCSL  Takue TexHonoruu, kak Ethernet, TCP/IP, wundopmaimoHHbIe
npotokoisl cranaapta MOK-61850 u 1.m. Hampumep, Hekuit BpeJOHOCHBIM KOA, MPUBOASLIUN K
MIEPETIOTHEHNIO B THIIOBOM MHUKPOKOJE peanusytonieM crek npotokoioB TCP/IP, mo3Bonut omHOM
aTaKoH Mmapajn30BaTh Bce MU(POBBIC MOACTAHIIMN CTPAHbI, TAK KaK OAHOBPEMEHHO OTKa)KyT BCE BUBI
BUPTYaJbHBIX 3allUT M aBTOMAaTHK Ha BCEX OOBEKTaX, OCHALICHHBIX O00OpYJOBaHHEM OJHOTO
npousBoauTens. B kauecTBe mpumepa MOXHO NMPUBECTU BUpyC Stuxnet [2, 3], nepexBaThIBalOIIUI 1
MOIUDUITUPYIOMHNNA HHPOPMAITHOHHBIN TTOTOK.

ABTOpaMHu TpeliaraeTcsi MOAXOJ K CO3JaHHI0 CTPYKTYpBHl HUQPPOBBIX TOACTaHIWMN, KOTAa
3aKa34MK PaccMaTpUBAET MOCTABLIMKA U MOAPAIUNKA, KaK IOTCHIHUAIBHBIX «IIMHOHOB» U «XaKEPOBY,
B pe3yJbTaTe dUYero TEXHUYECKHE pEUIeHHS JOJDKHBI IPHHUMATHCS C YYE€TOM MUHUMH3AINH
BO3MOXHOTO yIiep6a OT MOTCHIMAILHON 3IOBPEIHON JesATeNbHOCTH. Jlake ecliu He paccMaTpHUBaTh
HaJIMYME 3JI0T0 YMBICIIA, TO B IIOOOM ciydae, He0OX0auMo 00e30macuTh ceds 0T BO3MOXKHBIX OLIHOOK
B HHTETPAIbHBIX CXE€MaxX M MHUKPOINPOrPaMMHOM KOJAE, Ha KOTOpble HE 0OpaTsT BHUMAaHUS
CTIELUUAUCTEl DHEPreTUKU IpH 3aKa3e o0OpyAoBaHMsS LUGPPOBOH MOACTAaHIMU. Takke CciemayeT
MEPEeCMOTPETh MOAXOABl K TECTUPOBAHUIO W HCHBITAHUIO D3JEMEHTOB W CHCTEM IHM(POBBIX
MOJCTAaHIMMH, [efasi YKJIOH Ha TECTUPOBaHHWE CUCTEMOOOPA3yIONUX 1 KOMMYHHKAIIMOHHBIX (PYHKIIMIHA,
TaKk KaKk Ha MPUKIAAHON JIEKTPOIHEPTeTUYECKU YPOBEHb OyJleT MPUXOAUThCA B cpeaneM 1-5% ot
BCEr0 MNPOTrpaMMHOTO Koaa HHU(POBOW IMOACTAHLUWHU. B KayecTBe aHAIIOTHH, MOXXHO TPUBECTH
clenylomuil npuMep. TpaAuLUMOHHBIE LU HCIBITHIBAIOT IOBBILICHHBIM HANpsDKEHHEM C ILIEJbO
MIPOBEPKM HAAEKHOCTH H3OJIALNH, COOTBETCTBEHHO OJJIEMEHTHI HU(POBON MOACTAHLIMU HYKHO
HCTIBITHIBATh HA YCTOMYMBOCTH K KHOEPHETUUECKOW aTake.

Jns  Havyama  pacCMOTpUM  HOAXOABI K obOecneyeHHIo — KuOepOe3omacHOCTH — Ha
JIEKTPOIHEPreTHIECKUX 00BbEKTaX, IpeAIaracMple B HACTOAIIEE BpEMsL:

e [puMeHeHue OOOpYAOBaHMSA, NPOLICAUIEIO IPOLEAYPHl HCHBITAHUH M  IOJYYHBILIETO
COOTBETCTBYIOIINE CEPTU(PHUKATEI ¥ OKCIEPTHHIE 3aKIIOYEHHUS O €ro MPHUTrOJHOCTH K
BBINOJIHEHUIO 3asIBJICHHBIX (DyHKINH;

® [PUMEHEHHE CPEJCTB aBTOPH3ALUHU U KOHTPOJIS AOCTYIA;

® [PUMCHEHHE MEXCETEeBBIX JKPAaHOB, M JPYIUX IOAOOHBIX TEXHOJNOTHI (Hampumep,
MPUMEHEHUE JIOTUYECKUX, T.€. «BHUPTYanbHBIX» cerei — VLAN), pasgensrommx
MH(pOPMAIIOHHBIE TOTOKH HA JIOTHYECKOM YPOBHE;

¢ TPUMEHEHHE BBIJENIEHHBIX IS TEXHOJIOTWYECKHX IPOILECCOB CETe M KaHaJOB CBS3H, T.C.
cpeAcTBa PU3MYECKOTO pa3AeeHus] HHPOPMALMOHHBIX TIOTOKOB;

e OrpaHMYeHHE HAa OPTraHU3aLMOHHOM M (HU3MYECKOM YPOBHE JIOCTYyNa MOCTOPOHHHUX JIHI K
3JIEKTPOIHEPTETHIECKUM O0BEKTaM M 3JeMEHTaM U(PPOBOH CBsI3H, cepBEpaM, KOHTpOIJIEpam
U T.IL

Ha mepBbIii B3rIsiA, Bce MEpEUUCIICHHBIE TEXHOJIOTHH M MEPONPHSTUS IOIKHBI 00ECIICUHUTh
KnOepOe30macHOCTh AJIEKTPOIHEPreTUIECKUX OOBEKTOB, OJHAKO HX peaibHas 3(QeKTUuBHOCTSH
HaNpsIMyIO 3aBUCUT OT ITOJHOTHI M Ka4E€CTBA BHIIIOJIHEHHS BCEX IEPEUUCICHHBIX MEPOIIPUSITHH.

PaccMoTpuM Takke BOPOCH MPUMEHEHUS cepTUHUIIMPOBAHHOTO 000pynoBaHus. B HacTosee
BpEMsl CYIIECTBYET MPAKTUKA U OMBIT BHIIOJIHEHHUS NOJOOHBIX paboT AJs TPaJULUOHHBIX 3JIEMEHTOB
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AIIEKTPOIHEPTeTHYECKOT0 00opynoBaHus. B cimydae Uu(POBBIX TMOACTAHIUI MPUHIUITHAIEHO
BaKHBIM MOMEHTOM SIBJISIETCSA TO, 4YTOOBI CepTU(UKAT COOTBETCTBUS BBIJABAJICS HE Ha MOJIENb
o0opy/IoBaHUS B IIEJIOM, HE Ha CEPHI0 H3JENIUN, a HA KOHKPETHYI KOH(QUTYPALHUIO <OKENe3a» H
MmporpaMMHOro olecriedeHus (HampuMep, TPOIIMBKY IdpoBoro TepmuHana P3A). Muaue Bech
MPOIECC UCTIBITAHUNA M CEPTU(UKAINN TEPSIET BCSIKUH CMBICT: WCHBITAIHA OJHO, 8 IKCILTyaTHPYEeTCs
coBceM Japyroe. [Ipu sToM HE0OX0AUMO 00ECTIEUnTh, YTOOBI CIIMYCHUE CEPTUPHUKATA COOTBETCTBHS U
(aKTUYEeCKOTO M3JCNUs, YCTAaHOBJICHHOTO Ha pPEaJbHOM 3JIEKTPOIHEPIeTUYSCKOM OOBEKTE,
MIPOUCXONMII0O HE HA ypPOBHE MAapKHUPOBKU u3menws (OMpPKH) — KaK 3TO IIPOUCXOIUT ceidac, a
HEO0X0MMO, 4TOOBI B CEpTH(HUKAITMOHHOM LIEHTPE MO0 XpaHWIICS caM UCHBITYeMbIi o0pasel, Jnbo
XpaHWIach  KOMHUS ~ OPOrpaMMHOrO  oOecredeHuss  Juid  [EHTPadbHOrO  Ipoleccopa |
MHUKPOIIPOTPaMMHOTO 00€CIIeYeHNs Il CUTHAIBHBIX 1 KOMMYHHUKAIIMOHHBIX MTPOIECCOPOB, BMECTE CO
cxemMamu " ¢otorpadusIMu BHYTPEHHETO YCTpOHCTBA m3Aenus. Torma COOCTBEHHHK OOOPYIOBaHUSA,
mu00 WHXXWHUPHHIOBAas KOMITAHUS IIOJNy4aT BO3MOXKHOCTh XOTsS Obl MHHHUMAJIBHON TPOBEPKHU
COOTBETCTBHS KOHKPETHOTO DJK3eMIUIIpa W3JeNus M cepTudukara COOTBETCTBUS, KOTOPHIA
MPEJOCTABUII 3aBOJI-U3TOTOBHUTENb.

B 4acti BO3MOXXHOCTEW CPEACTB aBTOPHU3ALUH, KOHTPOJS JOCTYIa, MEXKCETEBBIX IKPAaHOB U
JPYTHX TOJOOHBIX CPEJICTB, MOXXHO OTMETUTh, YTO MPUMEP O(UCHBIX OMEPAIMOHHBIX CHCTEM H
Opay3epoB, UMEIOIINX MHOTOMIJITHOHHBIE MTPUMEPHI HCITOE30BAHUS, TIOKAa3bIBAET, YTO €KEMECIIHO
00HapYKUBAIOTCSl pa3IMYHbIe OMIMOKH B MPOTPaMMHOM OOECICUCHHH, B TOM YHCIE BIHSAIONINE Ha
0e30MacHOCTh 3TOTO MPOTPaMMHOTO obOecriedeHus. be3ycnoBHO, TpeOOBaHMS K MPOMBIIUICHHBIM
CHUCTeMaM HaMHOTO CTpOKe, HO 4eM oOeclieueHa rapaHTHs 0e30MMO0YHOCTH CIIEIHAIN3HPOBAHHOTO
mporpaMmMHoro obecreueHuss s MUGPOBBIX moacTtannuii? Hebombimoe dmcmo pa3pabOTIHKOB,
TECTUPOBIIMKOB W MOJb30BaTeNeil (M0 CpaBHEHHIO ¢ O(UCHBIMH CHCTEMaMH) €l1Ba JIM ITOBBIIIACT
KauyecTBO IPOTrpaMMHOTO oOecredeHus, 0coOeHHO B oOmacTu kubepOe3omacHocTH. C  OGONBIION
BEPOSATHOCTHIO pa3pabOTUYUKH MPOrPaMMHOI0 00eceYeHUs I U(POBBIX MOACTAHIIUI HE SBISIOTCS
CICIMATUCTAMUA B XaKWHTE, COOTBETCTBECHHO €lIBa JIM OHU 3HAIOT U NPUMEHSIOT BCE BO3MOXKHBIC
TEXHOJIOTHH, TMPEMATCTBYIONINE B3JIOMY KOMIBbIOTepHOW miaTdopmbl. C ydeToM BBIIECKa3aHHOTO,
MOXKHO CQOpPMYJIHpOBAaTh TpeOOBaHHE K MPOU3BOAMUTENSIM OOOPYIOBaHHA W TMPOTPAMMHOTO
obOecnieueHust i MUGPOBBIX MOJACTAHIIMMA, B YaCTH HEOOXOIUMOCTH TPEJOCTABJICHUS CBEICHUM H
MOJTBEPKACHUNA TOTO, YTO Pa3pa0d0TKa M TECTHPOBAHHE BEJIOCh C TNPUBICUYCHUEM BEIYIIUX
CIICIUATNCTOB B o0macTh KuOepOe30MmacHOCTH, YTO OBUIM NPHMEHEHBI TOCTAaTOYHBIC CpEICTBA,
rapaHTUPYIOIINEe OTCYTCTBHE HEBBISBICHHBIX OIIMOOK, BIUSIOIIMX Ha O€30MacHOCTh |
(YHKIIMOHUPOBAHUE CHUCTEMBI. 311eChb MOXKHO TMPHUBECTH AaHAJIOTUI0 C MPOU3BOJAUTEISIMH
TPaIUIIUOHHOTO 3JIEKTPOIHEPTETUIECKOr0 000PYIOBaHNUS, KOTOPBIE MOATBEPKIAIOT Ka4yeCTBO CBOCH
NPOAYKIIMKA  HAJUYHEM  COOTBETCTBYIOIIECH TMPOU3BOJACTBCHHON  0a3bl, MCHBITATCIBHOIO H
nabopaTopHOro 000pyaoBaHUS, KBATU(UIUPOBAHHOTO TIEPCOHAIA.

Eme omna moreHnmanmpHas yrpo3a KuOepOe30macHOCTH 3JIEKTPOIHEPTeTUYECKHX OOBEKTOB
MIPOUCTEKAET U3 TOTO, YTO CIOXKHAs MU(PPOBas CHCTeMa UMEeT IpoTrpaMMHOe oOecriedeHne He TOIBKO
JUIL LIEHTPAIBFHOTO MpPOIleccopa, Ha KOTOPOM BBIMOJHSIIOTCS OCHOBHBIC (DYHKIUH YCTPOWCTBA HIIU
CHUCTEMBI, HO W MHKPONPOTPAMMHBI KOJi B KOMMYHHKAIIMOHHBIX MpOIECCOpax H APYTUX
MPOIECCOPAX, YCTAHOBIECHHBIX B IU(POBBIX YCTPOHCTBax moacTaHIuil. OMacHOCTh COCTOHUT B TOM,
YTO TE YK€ CaMble KOMMYHHKAIIMOHHBIC MPOLECCOPhI C OJUHAKOBBIM MPOTPAMMHBIM 00ECIICUEHUEM
MOTYT TPUCYTCTBOBaTh B OOJIBIIIOM UYHCJIE YCTPONCTB, COOTBETCTBEHHO CllydaiiHas WM
npegHaMepeHHas OomunOKa B MHUKpPOIPOTPAMMHOM KOJIe KOMMYHHUKAIIMOHHOTO IIPOIIECCOPa MOXKET
MIPUBECTH K MTOJIHOMY OTKa3y OOJIBIION TPYyMITBl YCTPOHCTB U(PPOBON MOICTAHIINN, BHITIOTHSIONINX, B
TOM YHCJIE, B3aUMOpe3epBUpyeMbIie (YHKIMY (HanmpuMmep, (YHKIIMA OCHOBHBIX U PE3CPBHBIX 3aIIUT).
B crygae paboThI pa3HBIX YCTPOUCTB Ha 00Ty HH(POPMAIIMOHHYIO IIMHY, TOTEHIIMAIFHO BO3MOXKHA
CUTyalus, KOrja Hekas KOMOWHAIUs JaHHBIX B MH()OPMAIMOHHON IMHE CTaHET KaTaln3aTOpOM
OTKa3a BceX MU(POBBIX YCTPOUCTB, paboTaIONIMX Ha 3To¥ muHe. Hanbonee BeposTHa Takasi CUTyaIust
B Clly4yae C MpeIHAMEPEHHBIM BHECEHUEM «3aKJIaI0K» B MUKPOIPOTPAaMMHOE o0ecrieueHre. MupoBas
MPaKTHKa YK€ MMEeT ciiydae KuOeparak Ha JJIEKTPOIHEPTreTHUECKHEe W DHEPreTHIeCKHe OOBEKTHI B
pa3HbIX CTpaHaxX MHpa, B TOM YHCIE U MIHUPOKO 0OCYXKIaeMble aTaki Ha OOBEKTa aTOMHOM OTPacTH B
Hpane. COOTBETCTBEHHO HEINB3sl OTBEPraTh BO3MOKHOCThH IOBTOPEHHS MOJAOOHOTO B OyIyIIeM B
JIPYTHX TOCYAapCTBaX.
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IIpu ocymecTBieHHH HA MPAaKTUKE KaKOH-TMOO0 KHMOEpHETHYECKOH yrpo3bl, (yHKIHOHAIbHBIC
OTKa3bl CHUCTEM YIpAaBICHUS UUQPPOBBIX NOACTAHIMHA MOTYT MPUBECTH K OTKIIOYCHHIO WU
MOBPEKICHUIO DJIEKTPOIHEPTETHUECKOTO 000pyAoBaHus. BcelencTBue 3TOro BO3HHKAOT OOIINE
yIpo3bl B CHWKEHWH HAJEKHOCTH W HAPYLIEHUH YCTOMYMBOCTH, YTO B CBOIO OUYEpEAb SIBISETCS
yTpO30ii SHEPro0e30MacHOCTH LENBIX PernoHoB. ONAacHOCThH BBIMIEONUCAHHBIX YI'PO3 CYIIECTBEHHO
BO3pacTaeT, Korga NOu(QpOBBIE IOACTAHIIMK BCTPAWBAIOTCS B EIHMHBIC CHCTEMBI YIPaBJICHUS,
HampuMep, B pamkax peanuzauun koHuenuuii UD9C AAC u Smart Grid. [loaTtomy akTyanbHOCTB
BOIIPOCOB  KMOEpOE30IacCHOCTH IpU  peaau3alliyd  BBIIICYKA3aHHbIX KOHLENIMH BO3pacTaeT
MHOTOKPATHO.

PaccmatpuBast yrpo3sl KuOepOe30MacHOCTH ISl OLICHKH Ba)KHOCTH MEPONPHUSITHIA, B TOM YUCIIe
JOPOTOCTOSIIUX, IO IOBBILICHUIO KHOEpOE30NacCHOCTH 3JIEKTPOIHEPIeTHUYECKUX OOBEKTOB, BAXKHO
OTMETUTh HEKOTOPHIE BO3MOKHBIE MOTHBBI K OCYILECTBICHUIO PA3INUHbIX KuOepaTak. Bo-nepBbix, He
cienyet 3a0bIBaTh O BOGHHBIX yrpo3ax. Exerogno MHOrue rocyjapcTa TpaTAT MUJLIHAPABI JOJIApOB
Ha 3aKyNKH BOOPYXXCHHUS U COAEP)KaHHE MHOTOYHMCICHHBIX apMHA, IPU 3TOM, 0€3yCIOBHO, BO3HUKAET
OompImiol coOja3H HAHECTH YHOPEXKIAOMMN yaap 1o HWHPPACTPYKType TNPOTUBHUKA (a
ANEKTPOIHEPreTHKA — 3TO BasKHEHIIass HHYPACTPYKTYPHAs OTPACIb JIF000H pa3zBUTON IKOHOMHUKH), HE
BOBJIEKasi B 3TO COOCTBEHHO BOOpPY)XEHHbIE CHIIBL. Bo-BTOpBIX, He cienyeT 3a0bIBaTh, 4YTO
KpYIHEHIIe 3ICKTPOIHEPreTHUECKUEe KOMIIAHHHM  SIBJISIIOTCA  aKIMOHEPHBIMHU  OOIECTBaMHU
(xopmopanusiMn), aKiH KOTOPBIX TOPTYIOTCS Ha OUPKEBBIX IUIOMIagKaX. MOXHO ¢ YBEPEHHOCTHIO
MIPEIIOJIOKUTh, YTO aKIMH KOMIIAHWH, CEPbE3HO MOCTpaJaBIIeii OT MacCHpOBaHHOW KuOep-aTaku,
CYLIECTBEHHO YMagyT B LIEHE, YTO JeNacT MX NPHUBJICKATCIbHBIMH IJIS MOKYNKH HOTEHLUAIbHBIMH
WHBECTOpaMM. YUUTHIBAS MHOTOMMJUIMAPAHYI0 CTOMMOCTb KPYINHBIX 3JIEKTPOIHEPTEeTHUCCKUX
KOMITaHHMH, MTOJYYCHHAs! TAKMM 00pa30M BHIT0Jja MOXKET UCUUCIIATHCS COTHSIMHU MIJUIMOHOB WITH JaXe
MWUIMapJaMu J0JJIapoB. Bcero mimmbs 1Ba NPHUBEICHHBIX BBIIIE NPUMEPA, I[OKA3bIBAIOT, YTO
MMOTEHIIMAIBEHO BO3MOYKEH CEPhE3HBIX CIIPOC Ha KHOepaTakh 0OBEKTOB W CHCTEM 3JIEKTPOIHEPTETHKH.
COOTBETCTBEHHO BOMpOcaM KHOEpOE30IMacHOCTH JIOJDKHO OBITH  yJENIEHO COOTBETCTBYIOIIEE
BHUMaHHUE.

Hdns  obecrieyenust kuOepOe30MacCHOCTH HUQPOBBIX MOACTAHIMH MOXHO HPEATIOKHUTH
ClIeAYIOIIUE LIaru:

e HeoOxomumo uckimo4aTh HaTUUMe B TU(POBOH MOJCTAHIIMNH Y3JI0B, KHOEpaTaka Ha KOTOPbIE
MOKET HapywHTh paboTy Oompmioro ymcia ¢yHKuuid. PemeHne maHHON mpoOieMbl MOXKET
3aKIII04aThCsl B (DYHKIMOHAJIBHOM  NEKOMIO3MLMM M (U3NYECKOM  pa3/eleHUH
WH(OPMAITMOHHBIX TIOTOKOB.

e Heo0XoanMoO HUCKIIOUMTH XAaKEPCKUH B3JIOM BaXKHBIX 3JEMEHTOB IU(PPOBOH IOACTAHINH.
Pemrenne maHHOW MpoOJEeMBbI MOXET 3aKNIOYAaThCs B NMPUMEHEHHH CHMIUIEKCHBIX KaHAJIOB
BbIJaud HMH(POpPMAlWH, B3aMEH JYIUIGKCHBIX, C NPUMEHEHHEM COOTBETCTBYIOIIMX
KOMMYHHKAIIMOHHBIX TPOTOKOJIOB.

e Heo0XoanMo HCKIIOYUTH XaKEPCKHUH B3JIOM TaKHX DJIEMEHTOB, KaK MEKCETeBBIE JIKPAHBI,
oco0eHHO o0ecreunBalOme BBIXOA B TJo0anmbHble ceTH. CerogHs NpUMEHSIOTCS
NpOrpaMMHBIE MEXKCETEBBIE OJKpaHbl, HENpaBWJbHAs HACTPOWKa KOTOPBIX (HampuMep,
BCJIEJICTBUE XAKEPCKOM aTaky) MOXKET MPENOCTABUThH 3JIOYMBILUICHHUKY IOJHBIA IOCTYIN K
cHUCTeMaM YTpaBJIeHUS OOBEKTa, YTO HEIOMYyCTHMO. PemieHWe NaHHOW IMPOOJIIEMBI MOXKET
3aKJII0YaThCSl B OPTaHU3AlMM MEXKCETEBOI'O pa3feieHUs] C HCIOJIb30BAHHEM CHMIUIEKCHBIX
KaHaJIOB, KOHBepTamued HnudpoBoH WHGOpPMAMM B aHAJOTOBYIO, M 3aTeM OOpaTHO B
nudpoByIo.

e HeoOxomuMo (yHKIMOHANBHO yHpoWIaTh CHCTeMbl HUQPPOBBIX mojactaHimid. CeromHs
MIPUHATO MAacCOBO MCIIOJIb30BaTh MPU aBTOMATU3ALMHU MOJCTAHIMI CTaHJapTHBIE TEXHOJIOTHH,
nanpumep, Ethernet, mporokon TCP/IP u T.n. B Toxe Bpems, He cienyeT 3a0biBaTh 00
Ype3MepHOH yHHMBEpCAIBHOCTH IAHHBIX TEXHOJOTWH, CTaHAAPTHl HA KOTOPHIE CIIOKHBI IS
MOHWMAaHUS B BUy HaJM4YUs MHOXKECTBA BapualMid. AJTOPUTM NpOrpaMMHOro obecredeHus,
peanusytouiero ctek nporokonoB TCP/IP [4] OyneT noHATeH eqUHNULAM IPOTPaMMHUCTOB, IIPU
9TOM JaHHBIE MAJONOHATHBIE HJIEMEHTHl CTAHOBATCS THUIIOBBIMH Uil HH(POBON MOACTAHLIUY.
Kak pesynpTar, 370 MOKET MPHUBHECTH K TOMY, YTO NEPCOHAN HE OyJeT MOHWMAaTh (DH3UKHU
MPOTEKAIOUINX MPOIIECCOB, a 3TO MPAMOH IMyTh K ociabneHuto knuoepodezomacHocTH. Perenue
JAHHOW TpoOJIeMBl MOXKET 3aKJII0YaThCsli B OCO3HAHHOM YIIPOILEHMHM BCEX CTaHIApTHBIX
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CoBpeMeHHble HanpaBneHUsa pa3BUTUA CUCTEM perieMHON 3alUTbl U aBTOMaTUKN dHEProcuUcTemM
EkaTtepuHOypr, 3 — 7 utoHs 2013 r.

TEXHOJOTHH 0 MHHUMAalbHO TpeOyeMoro ypoBHs. HeoOXOMUMO HCKIIOUUTH BCE JIUIIHUEC
Bapualuy, a Jro0oe OTKIOHEHHE OT 3aJaHHOT0 BapuaHTa JOJDKHO paccMaTpUBATBCS Kak
BHEIITATHAS CUTYaIIHS.

ABTOpPBI CUHTAIOT, YTO HEOOXOJUMO PACIIUPATH TUCKYCCHH TIO BOIMPOCaM KHOepOe30macHOCTH
mudpoBeix moactanimii [5] B cBere koHmenmuit MOC AAC m Smart Grid. PopmupoBaTh
KOJUICKTUBHBIC OJOKCICPTHBIE MHCHHUSA, KOTOPBIC HCOGXOIII/IMO JOBOJUTH KakK 10 pa3pa6OT‘II/IKOB
000pyIOBaHUS U MPOTPAMMHOTO 00ECIIEUCHUs, TaK U 10 CYyOBEKTOB ANEKTPOIHEPTETHKH, HAI30PHBIX
Y KOHTPOIUPYIOIIUX OPTaHOB.

C ozHOM CTOPOHBI, IMEETCS HEOOXOIUMOCTh B Pa3BUTHH TEXHOJIOTHIA, B TOM YHCIIE HUPPOBBIX,
KOTOpBIC JAIOT IIMpOYaiIire BO3MOXKXHOCTA. C JAPYroil CTOPOHBI, UMEIOTCS YIpO3bl HAJCIKHOCTH U
JaKe SHeproOe3omacHoCTH. BmecTo moucka komIpomucca (KaK COYETAaHHE HEKOTOPOTO YPOBHS
HOBBIX TEXHOJIOTMH W HEKOTOPOTO YPOBHsI KaOep3allHIeHHOCTH), Heo0X0IuMa TapMOHHU3AIUS BCEX
acniekToB. HeoOxoaumo, 4YToObl HOBbIE HHU(POBBIE TEXHOJOTUM TIOBBINAIA, & HE CHIDKAIH
KnOep0Oe30MacHOCTh ANEKTPOIHEPIETUICCKUX O0BEKTOB H CHCTEM.

3 3AKJ/IIOYEHHUE

B nanHOil cTatbe CcQOPMYITHpPOBAHBI HEKOTOpBIE aKTyallbHbIE MPOOJIEMBI B 00JacTH
KnOepOe30IacHOCTH DJICKTPOIHEPIeTHYECKUX OOBEKTOB M CHUCTEM, YTO CTAHOBHUTCS aKTYaJIbHBIM B
CBS3UM C TMOSBICHUEM MPUHIMIIHAIGHO HOBBIX OOBEKTOB — HU(POBBIX MNOACTaHLMA. B cBere
BO3MOXHOCTH JanbHewmed peanusanuu kxonuenuuit UIC AAC u Smart Grid npoGnema
MHOTOKPAaTHO 000CTpSETCA.

B pabote mpemiokeH psia MOIX00B, KOTOPBIE, M0 MHEHHIO aBTOPOB, MO3BOJIAT PEIINTh YaCTh
0003Ha4YeHHBIX TpoOseM. JlaHHas paboTa SBISETCS MOCTAHOBOYHOW M PAacCMaTPUBACTCS aBTOPaAMU
Kak MOBO/JI K aKTUBU3ALIMU AUCKYCCUU CPEU CIIEHUAINCTOB IO JaHHOW TEMAaTUKE.
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